
Achieving The Third Letter of Captain Marque  

 

The Third Letter of Captain Marque begins by explaining that the Crown grabs “every scrap of 
intel,” but then, very importantly, it goes on to note the fact that encryption alone isn’t nearly 
enough to solve this problem:  

Intercepted transmissions may be incomprehensible, but our pirate networks are 
revealed. Today the Crown possesses advanced tools of pattern recognition that 
make even unintelligible signals a valuable asset to document, profile and 
predict our every move, domesticating those it finds amenable, and culling those 
it deems undesirable.  

That’s a great explanation of the problem, and now I’m going to tell you how to get the Pirate 
Communications you need… right now. In fact, I’m going to tell you two ways to get them.  

Way #1: The Cryptohippie system. I’m putting this first because it’s the option nearly 
everyone would be better off taking in real life.  

Cryptohippie operates a private darknet, with which its users are made anonymous. That is, it 
blinds the Crown’s patter recognition. They can’t tell who is who. It’s built rather like this:  

 

 

 

 

 

 

 

 

 

 

 

 

What you’re looking at here is a mixmaster for data.  

You can see the Cryptohippie darknet, in red/orange, illustrated in this diagram:  

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

What’s crucial is what goes on inside the Cryptohippie darknet. (Again, that’s the red/orange 
oval, composed of cascades of computers as shown in the first diagram.)  

Inside the Cryptohippie darknet are at least the following:  

 An email server. 

 A chat server. 

 A Mumble server. (For voice communications, like gamers use.) 

 A data storage system.  

All of these things are protected from the outside world. If two users of this darknet email one 
another, it never happened, as far as the outer world is concerned. The Crown will not know 
they emailed anyone, must less with whom they communicated or what was said.  

Likewise chats: The Crown does not know that anyone chatted, nor any of the details. 
Likewise with conversations over Mumble. And likewise stored files: The Crown doesn’t know 
what was stored or if anything was stored at all.  

Even if you set down in the heart of Crown territory and downloaded files through a Crown-
authorized communications system, they cold not tell what you downloaded or from whom. 
They may be able to see that you soaked up 2.9 GB of data, but whether that was a film or a 
voice conversation or photos or chat or a blockchain or whatever… they have no way of 
knowing, and even the hidden keys used for the communication would soon be gone, making 
future recover all but impossible.  

Way #2: The Tor darknet. Tor – the onion routing network – is reasonably secure. It must, 
however, be used properly. For example, applications that access the Internet aside from web 
browsing (like clicking a link within a document) must be to configured to use Tor rather than 
connecting by their default methods.  



Tor works by encrypting web traffic in layers, then sending that traffic through randomly 
chosen computers, which could be anywhere. At each computer, the outer layer of encryption 
is removed and the data is sent on to the next stop toward the destination. It operates like 
this:  

 

 

 

 

 

 

 

 

 

 

 

 

 

This simple arrangement is accomplished with the Tor browser (you can download it here). 
But it will not hide your email, chat, storage and so on from the Crown. For those things, you 
will need properly configured, reliable and honest “hidden services” inside the Tor darknet.  

Sadly, I have no such services that I can recommend. Perhaps others do. But remember, to 
protect from the Crown, these services must remain – end to end – inside the Tor darknet.  

Tor, furthermore, is slow. Most users will find it too slow for checking the weather, news feeds 
and so on. And so they’ll compromise a little here and there… and probably a little more here 
and there later.  

Tor does have a very powerful feature called “anonymous mutual reachability,” by which a 
person can start a hidden service on their own computer, give the address to a friend, and 
share that service. Since they and the trusted friend control the endpoints, it’s very secure. 
But, setting that up requires expertise, and if done incorrectly it can become dangerously 
insecure. No one should try that unless they have the expertise.  

The Ten Commandments of Pirate Communications 

I – Thou shalt use a darknet. Every day. Always. Your communications must 
stay inside a darknet.  

II – A darknet must have a minimum of two hops. A single hop is not a darknet, 
it’s a proxy, and the Crown has made proxies obsolete.  

III – Your darknet must not be compromised. They must have their own key 
infrastructure, and must not trust the friends of the Crown, especially as 
“certificate providers.”   

https://www.torproject.org/download/download-easy.html.en


IV – The operator of your darket may not have a single point of failure. One 
badged scallywag, whether armed with papers, guns or rubber hoses, may not 
be able to break their protection.  

V – The operator of your darknet may not trust their address look-up (DNS) to 
others.  

VI – The operator of your darknet may not use the same keys continuously. The 
keys to your data must be disappear regularly.  

VII – Thou shalt not choose speed over security. Maximum speed equals 
minimum security.  

VIII – Either pay or become technically proficient. All exceptions to this 
commandment are self-delusive.  

IX – Thou shalt not use advanced darknet features unless you are technically 
proficient or hire a professional to manage it for you.  

X – If it doesn’t remain inside a darknet, the Crown will see it, read it, trace it, 
keep a record of it, and use it to their advantage in any way possible. Always. 
So long as the Crown exists.  

** 

Cryptohippie technical details: https://secure.cryptohippie.com/tech_used.php 

Cryptohippie company/security details: http://cryptohippie.net/ 

Further pertinent information: https://www.freemansperspective.com/cryptohippies-response-
to-the-nsas-attack-on-encryption/ 

 

 


